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Mean Square Quasi-consensus of Stochastic Multi-agent Systems
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Abstract: Considering the complexity of the environment and the openness of related communication networks,
the problem of mean square quasi-consensus for a class of stochastic multi-agent systems under two different
impulsive deception attacks is studied. The impulsive deception attacks considered here include replacement attack
and false data injection attack, while the probabilities of attacks are described by introducing random variables that
obey Bernoulli distribution. By employing the knowledge of stochastic process and Lyapunov stability theory, the
sufficient conditions of quasi-consensus are given. The conditions show that the error of systems can be kept in a certain

range under two different attacks. Finally, a numerical simulation is given to verify the effectiveness of the results.

Key words: multi-agent systems; random noise disturbances; replacement attacks; false data injection

attacks; mean square quasi-consensus

BEE A BRI AR e, 2 B e iR R 45— 5
P 1) R 52 23 B SRR, FRIZ B Bl v FH 21 S A=
T A0 JC A B4R BN < B R BE I 73 BC 450 o 72 52 bR
HIeh, 2 B RelA R G S Tl 2 B ABEALF U 2%
WUt A5 AR R 2R T4, TS0 e — Sk E 5
ISR

— i, BENL T 0N 2 B REAR R Gt R R 12
SAE R G SR R R BAR R 5 T8 o JT T

ks HER: 2021-05-21

B BEALIE P AL R BN E TS, e
WR[6 1A AL L TR AR ok o P 3L, IR ) SO
e~ NG 2 HE U A PR B AS B T R STy
T — BRI FE o 2% s SCRRTIWE AL T — 2R H A BtAL
BN E T AR L 2 B e R R e 28 7 — bk
I o Ji o ) — e AR BLAEA5 . R AR TE H JE I
et

13T, 5 R B 2 R e AR AR SN A

EETH: ExARBAELRITNH (61973092); |~ 74 Fabith 55 B ST 703 £ % BIT H (2019A1515012104)
TEHBN: Y0997, B, LW 5t A4, EBEF T RN 2 BRI R G — Uk 7 8 JE 2k M R GE AR 9 B, E-mail :

zzxian1007@163.com

BIEEE: ZIE1967-), 5, Bz, AT, EE TN RS S5 1] 2 B ek R4 2P 52547, E-mail:

psg7202@126.com



72 J7 R Tk R IR

39 %

A2 e R FLA A5 IR 288 (R TR T, Bl IR 4 T8t T 5
[y ) 2% 22 A o A AN 25 A0 o FH SCRR[9- 1177 01, I
e FHME A — S Re A A BB AR ) 25K,
T et —b SRR RE AR R (S R . — A, A
2RIl LAY N ORI A A4 R 5 1 T R e
! AE SRR 137, 1 F8 e — B L T, SR 40
S5V T 0 b T DI AR A | % il 2 TR A ]
(LA , NI 5 805 5 AL A2 PR A4 S
T R A A ) e A B 2 R, S gk DU AT B £ e
T R GE RN B AR T HE N ZR G5 P31, 32 T #8442 4l

54 Bk L R B S RSt RE T R R E AR
AtaE™,

i Yok T 25 0 R R AR N R
AR I B T b 5 AR o A B v N il R R [ 4
2% IR EE SRR R G500 1) o2 S R
P, USRS TR R0 51 S A IR 22 I\ B R G
KAFBNTE T 1 RGish F15% 5 72 SCHR[16]75 5& T 1F
A TR AR B A S T i N R B 1 R Al
P22 B R R G5 — S0 )8 SCER[17]5] N T 1A 55 R
AR B O R 2 1A 5 5 2 52 8 AR KA g e
o B AR Tk U2 Fig s 1 48 32 B Moo 5 A s
Hl5 5w B ARV N 5 5, B8 9T IR0
Hiti PRI H ARG SRR B AEAL
A B A5 L Yo, IR0 5 R AR
7, SCHR[31% e B ALl N RS 75 22 R ARk 1 R 4
P — S5 (1) 0 AR A R 2, i SCRRAUAY % FE
BB v N B s AR BT, 1 [ B 5 RS 2 F
— SICVE 1) LD M D R A A5 B AR S B 7 o e
TR T 2 38 AR DL R T i — B 13 B R
G S — BRI 28 A f— AN AR DR 1)

BT BRSO, AL E BRI T A S ER R
BEHLZ 24 e Ak 22 G 52 2 5 b AN [ kv R g 250 b 17
B SZEE J5 PoL— SCE e)  R P ZE E  R R e
PEFRAE, A SO T RS SE U T i — S 7 0
FMk B AR IR 2 B

AL FEQH 0T FRAL T RIS 52 2 P Ak
P s ABE LR S T30 R RGBARL 51N
MAAES R 53 A R BB R LAS B R pe MU R AL gt ik
Fds e 5 75 1 el L

1 (eI S g FhR

1.1 [Eig
TEZ e R G, B ek 2 0] AT LAAH BAL 18
B, i BV 2 RE S i AR FIASE R T A

— M, —ANERT R IR NG = (V,E,A), HHV,EFR
A = (@] T VRN EGII T AR VL SE 5 iEBSE
B, Horp, N — N IE B B SRR B AR, 14
W) 2 7 8 R A [B] A% 8 B0 (1) o0 &, IR AR BE A
L i A R F) AT B B A R IR B G = (V,E, A)
R E, BEEN AR A — AT, WA
V= (01,00, 0w} EC VXV ELRA = [ay; ]y - 45 5 BE
i 5 R R AR j 1) AT A s 5, TSm0 (R A7 AE /)
— kUG, j) € E A5G, ) € E, M ay; = a; >0, BN,
a; = 0. A, ik a, = 0. BIGH R R AR FER R A
I:: [li_j]NxN ’ E. ﬁliizzfe /?\
N, = ()l j) € B}, TR B Be i i 40 51 s L G rh
AT PR 057 o 003 3 15 BRI 31 [R] (11 42 0%
AW HAFECHT R, Hoh C = diaglc,, ¢y, ey} iE—
AN R B o T R0 0, (M AR I — 2500, WA
ci=1, B We, =04 Ak, & LH = [hyjlyw = L+C , W]
Bhy=li+c; 5h;=1;i#jo

1.2 [ElREIAR R SR

FE—RTANANIRMEE N 2B etk 5145, H
& ERBE 13 ) R R i (DR

dx;(t) =[Ax,(t) + p(2) f(t,x:(1)) + &,(¢)]dr+
a(t, x(0))dw(t),t > ty,i € N o)

AN = (1,2, NEMARE, x,() e R™50,) e R
ol RN B R PR AR B S E A, o,
ResenZEN LA 2 0] RS - RxR" — RIFBEINE g
i AR MEREE , oA, R = (—oc0, +00) R R — AN 4K
85 BRI - RX R — R 75 53 FE bR 4 (1) e R”
T 8 X AR Z 2 [A(Q, F, Pr) E Fm 444t 72, H
o) Sw,t),i # AL AR CRIA TS 4500 4L
FELIA s BEHLAS B p() IR A ZE RN A6, 5 w(t) FH B ARAL
Hi

N»a,'j ,lijz—a;j yl;éj o

{Pr(p(t) =D)=p i
Pr(p(t)=0)=1-p
X pelo, 112 EMEL, HHEp@) -pl =0, Hh,
E[ 2R B AR & 1807 I
Ty — 7, T R R AR IR A B RN
xo(t) € R, FB) R AR
dxo(r) =[Axo(2) + p(0) f (1, x0(2))1dr+
o(t,xo(t)dw(t), t=1t, 3)
5 FE A 1] S RTINS T8 52 A bk b 4k B S i B R
BB A Nk b e A AR K e B R 2 0 S Ah
GNP S BEATLAR R 73 5ol it iR 3 o 3 B 240
B A5 o BARBK 2 i P Bt an 2 4) s

2



%13 BRI, A8 PRI [k kg e S RERL 22 B RE R R Ge 377 40— Bk 73

i (1) = Z [(1- a(r))m(Za,,(x(r) x,(0)+

ci(xi(r) = xo(1)) + a,(t)dkf,(t)+

BiOy(x:i(1) = xo(D))]6(t — 1), i € N “4)
A e, dy Ay 50 500 27 It 38 2 55 AR Ll (14 55
JEERNRE AR NI B9 S Hope Sy 75 500 A2 5

PE— 58 25 TR W A3 0 6() o K FL 5 bR £ .

{te, k € NV YRR kb e 41, o, N2 IR )7
B RO =ty <ty <th<--<f, < --u}i_)rgtk = +00.&(N T
RERBGEEE S  RMA SR o A I BEHL A ()
58,() 43 ) FH 415 38 5 AR B8 R e AR A o N
e RA Aran = 1, MREFRE S Hao =1,
T % A= R B e Nt s 35 AN R AR et o B b,
& ai(r) 5 () FH BT, Hw 2
Pr(ai() = 1) = &, Pr(a;(t) = 0) = 1 — &
{Pr(ﬂ,-(t) =D =8, PiB()=0)=1-p3
Kb @, Bel0, 1N EHHE.

A, (B ER RO R FITAEL R 4 S ERBEREN L 22
eV RGUREVIE NS (1) = (63 (10). X7 (1), -+ . x5(1))
Hrr, > OoNIURE %

FEL  WE TR, BIRRAS [R R R B R AR AR
A TR 1) 42 1) 8 A ) B B BT B M5 18 1, B
FHE ARSI M BRI O R AR, H S S 2
WSO IR I B 5 55 24 MR R B 7 N I 1 h
kiﬂiﬁﬁzi&ﬂ%MAMﬂmﬁh%Jz i,

®)

2
74

A N -~ N
¢ E*ﬁlﬁlﬁ* C’E{Eﬁﬁ(jﬁj(

- /‘/\

1 B EE IR I R R
Fig.1 Configuration of two different deception attacks
K Em L (OARN R G ), AT 208 32 9 b

WG T BRBEE BRS TR .
dx:(1) =[Ax:(1) + p() f (2, x:(1))]dr+

o(t,x,())dw(t), t=1y, t I,
Axi(t) =x,(t;) — x,(t;) =

Bit ) (x:(t) — xo(8,) + ai(t)d (1) +

(1- a’i(fk))ﬂk(z a;(x;(t;,) —x(5) +

JEN;

(6)

ci(xi(f) = xo(t ))), 1=t

O xi(1) = limy o 2i(5 + A), x,(57) = limy oo (5 + A) o
Wb AR B x,(0) FEr = 1,k € NI 20 2 A7 8 221y, B
x(t) =x:it) o
LA (1) 5 2 (3) BT 2 s i 40 5 ER B Bl L 22

B B R GUAE PR B 2 1R O (35 07 P — B
PE, MBI N R E RS
dei(1) =[Ae(r) + p(1)f (1, e.(0)]dr+

a(te()dw(r), t>t, t # 1,
Aei(t) =e, (1)) —ei(t)) =

Bi(t e (t) + ai(t)di&(t)+

<1—a,-(rk>>nk(z aj(eip)—e,(5)+ cer))

JeN;

t=1t,
(7
i ie(r) = x,(t) — x0(0), f(1.€,(0) = f(t,x,(0) = f(1,%0(0))s
o(t,e,() = 0(t,x(1)) — (1, Xo(1))o
B2 PAHR R SO 2 A BT, 2
EATR B I 20 AT DR A —RE I, (2 3 8 Tk vh
F{t,, ke € N*} o AN [F) HR By B0 b JEL A HH B0 1 380 o ) 21 E
{ti,k € N*}a; (1) 58: (1) FE AW E -
Bk, 2 e() = [€](1). €5 (1),
L1 (t,e,(0)), f (1, €5(0)), -
(t.e,(1)), 67 (t,ex(1), -+, 0" (t,en(1))]
APRRZE R E W T .
de(t) = [(Iy® A)e(t) + p()F(t,e(r))]dt+
F(t,e(D)dw(0),t > 1y, 141,

en(O]" s F(t,e(t) =
St e Ho(te(t)) = (6
T A v BN v R

8
Ae(t) = [(mcH — i G(t)H + A1) @ 1, e (1) + ®)
di(G(t)®IL)EM).t =1,
qH:G(n) = diag{a; (1), (1), - ,an(t)} e RV, A(h) =

diag{B (1), Ba(te), - -+ ,Bu(t)} ERVNLE(t) = €] (1), & (1),
<L EN @]
B3 He (1) =0.8:(r) = 1, BIHEHIE 5L
52 3 R AR B VE N BUET I e Sy 7R B 2 S A
inf e A (Iy + 1 H i GEOH + Y A@)) > 15 i,
Avax()s Ain (Y73 TR FRAE RS FIEAE ) B KA AN B
MBI = infier | eIy + 0 H — 0 G(1) H+
Al < 1, He(r) < pe(r;), M LI Bl AR 2 21
Jikrb s A, 5 B i g SO
DL R AT 2 51 B AR S E o
Bl#1 AEL T eR,e>0FH
T+ 7" < &+ T

Bkl FELMERE : RxR" > RFlG : RXR" —
R A 1R 25 25 44
IF@Ev) = fEtw)ll < IT@=w)ll, Yv,w e R"



74 J7 R Tk R IR

39 %

lo(t,q) - wl < [|Pg-wll, Yq,ueR"

A J 5 552 CU03E 4k FE 103 B R

B2 BB 5ew), ke N Bl L o
W&

IEEIP < &

& < +oof&— A EAIHE 5 SEL

X1 STTFAERAE M RGENIE (1), WRAF
TE—NHEEBIFHEEUT > 0ffie()illi & A+

B={elimE[lel’] < 17}

MFR B 2 (D) (3)H 45 R BE BE AL 2 2
Refk RGeS 7 0l — 8k, HAB BT R ZEW IR
M1 57 s 50T = 0, WIFR R G0 n] SEELS 77 — 2

EX2 WEEV: RxR — R, X GBE4L:

LV(t,y) =V, (t,y)+ V,(t,y) f(t,y)+
1
Etr[hT(tvy)Vvy(t’y)h(t»y)]
o a[ VRN FE R . A, Vi y), Viy(y) 5
V,(t,y) 73 € SN

av(t,y)
ot

) Vyy(t’y) = (

Vv,
Vilt,y) = ( ”) ,

0y:0y;

V(ty) OV(Ly) avxny>)

Vi t’ = s s
H(6:) ( Ay Ay, Ay,

2 —EMESH

EE1 FEHREI~2RLMER T, &FE
> 0B LA 441

¢ = k(k+dea) € (0,1) )
Ing

Amax(Z)
X P ook=1+900-a@)+yYB ¢ = maxer (Y} d=
maxer-{di} >0 =maxiae{m} 0= Au(H) 5 =Iy®
(AT+A)+2p || J|| Ly + Iy & (DT D), 7y, = SUP, v 101 — 1}
2T ik 1A g ) _E it o D00 el =X () A0 20 (3) A R BE L
Z B Re R RGP (4) T n] SEELEE 7 P — 2L
P, HEA TR ZER R B3

_ daé(e'k+d
= af(sﬂ k+d)
e Ann@ — ¢

BB 5 RE DL 2R R pR A
V(t,e(t)) = e (He(r) (11)
HHE AR AT, Yr e [11,0), ke N A

(10)

0< 7y <~

dV(t,e(t) = LV(t,e(t))dt + 2" (D) (t,e(t))dw(®)  (12)

LV(t,e(t) =2e"(0)[(Iy® A)e(t)+
p(OF(t,e(t)] + e[ (1,e(1))F(t,e(1)] (13)
IS AR
2¢"(p(OF (t,e(t)) < 2pllJle" (t)e(r)+
2(p)-pliJlle" (1e(r) (14)
e[0T (1,e(2))5(1,e(1)] < e" ()T y (P D))e(r) (15)

1€t ), ke N*, 2> 0208 /N Hilh Br+ie
[t 1) H
E[V(t +,e(t+0)] - E[V(1,e()] =
f E[LV(v,e(v))]dv

AT 40, &5 D E[V(t,e(r))] = E[LV (¢, e(1))] -
Mt e [t t), ke NV, 855014 5(15),
D'E[V(t,e(1)] < Aux(2)E[V(2,e(1))] (16)

A, E=L, AT+ A)+ 2|l Iy + Iy @ (P D) . 33—
ZLIEE]
E[V(t,e(t)] <E[V(ti_1,e(t,_,))]e'=E 0 (17)

Mt =1,k e N*I}, IR ZE RS0(8) AT 4N
e(t) =[Iy+nH-nGt)H+
UiA(t)®1,]e(t) +d(G(t) @ 1,)E(L)  (18)

R4 (1) 5A8) AT %0

E[V(t},e(t)] = E[e" (1)e(t)]=
E[(e" () )M" (1) + €' ()W (1))x
(M(re(t;) + W(i)é(1)] =
E[e" ()M (t)M(1)e(t;) +
e ()M (1)W(1)é )+
E W (1) M(1)e(t; )+
EN ()W @)W (1)En)) (19)
X W) = dGt) 1, M(t) = Iy +n.H -7 G(t,) H+
UA()® 1,
T A9 FH I T, H
Ele’ (5) M ()M (1 )e(t;)]=
Ele"(t)((Iy +nH — i HG (1) +
U At))® L)y +nH —17,G(t ) H+
UiA@)®1,)e(r)] <
(1+n6(1 —a) +yB)’E[V (1, e(t,))] <
KzE[V(t;,e(t;))] (20)

K k=1+001-a)+yB »n = maxeay-(m} LA Sy =

maXeey- (i) o
P E(19) R RS IS =0, 456 51 #L1,



%13

BRI, A8 PRI [k kg e S RERL 22 B RE R R Ge 377 40— Bk 75

Ele' (t,) )M ()W ()€ () +
E W t)M(1)e(r)] =
Ele"(1)((Iy +neH - i HG (1) +
UiA (1))@ I )(dG(1) ® 1,)E(t)+
E )Gt L)Ly +mH-
Gt H +yr A(1) ®@1,)e ()] <
diaEle" (1) ((Iy +nH — i HG (1) +
A1) ®L)E) + & (1) (U +
nH -Gt )H+
UA()®1,)e(t;)] <
diakE[e" (£)E(t) + £ (te(r)] <
diakE[ge’ (;)e(1;) + & £ (1)E(1)] <
deakE[V(t; ,e(t;))] + dake™ & 1)
o d = maxear {di)
(19 B fa — T,
E[£T(t)W ()W (1)E(1)] =
E[£"(t)(diG(t) ®I,)x
(dG(t)® L)E)] <
d;aBlE (1)E@w)] < daé 22)
B0y~ A9, B
E[V(#,e(;))] <
KZE[V(I,;,e(t;))] +deakE[V(t,,e(t;))]+
dake '+ d*aé <
SE[V(, et ))N]+m (23)
A ¢ = k(k +dea), m = daé(s 'k +d).
Xt € [to,1,), EHZ(17) AT %1,
E[V(l, e(t))] < ge/l,mx(f)(t—m)E[V(tO’ e(to))]
FHUE AT, e = o5,
E[V(#,e(t))] < SE[V(r,e(t))]+m <
ge"m SB[V (1, e(t)))] +m
Xt e [t.1), [FFAE
EIV(1.e())] < §e VB[V (1y,e(t)] + e
Hﬂﬂ:tﬁj%ﬂ ’ i—,lt = tzHTJ" ﬁ
E[V(,e()] <
gZC/lmux(E)(tfta)E[V(to,e(to))] + gn—/leﬂnm(f)(tfn) +m
Wk, Y e (1, k1), H
E[V(t,e(?)] <
¢letm SRV (1, e(t))]+
et BNt 4 b2t @)
et @)
¢letm OBV (1), e(1h))]+

i T (] — (g Eranting )y

1 — getn@rran 24

Ak s T ke,

Tsup

1 y
Lp = 5 4 A(E) < 0, HIRQ4) AT 13

Tsup

E[V(.e(t)] < éep(l_l(')E[V(fo»e(lo))]—

me—lngep(r—tﬂ) m
1 —_ S~e/l,,,u,‘(5)'rw,, + e—/l,m(f)rmp -< (25)
IR, 241 — ool F1(25) A 15
. 2 m
limE [Ile(t)ll ] € o c
U - m
*ETE ﬁ(zs)l% IEXI ’ EXH = PR N E =, G ’ y\ﬁﬁﬁ

(145 203 P4 A 190 3 BRB BB 2 % e 7 e
[ Fsf 52 280 8 A T ke A1 R AR B0 v N TSt I, 925 )
WJ~L>((4)1’E)EH TarscEity sl —ac:, B EH S5 1R
I F SRR

3 #BFME

NIGUEA SCEE RO R, AT 8 h 54 34k
BRI R % IRTEA rE B A 5, b B 14
S AN ERBERE  RGUEE AN E2PTR

1 @

(9
&) ®

2 {EIRER ER4H B ERHRENE

Fig.2 Topological diagram of each sub loop in the cycle circuit

combination
H B2 AT 5, FEREL, 5 H 53 5
1 -1 0 O 1
s | -1 2 0 -1 : 0
L= 0 0O 0 O ¢= 1 ‘
0O -1 0 1 0
2 -1 0 0
-1 2 0 -1
H= 0 0O 1 0
0 -1 0 1

W ERBE 5 30 75 07 FE (1) M5 2 3h 7% 07 1%
GYHFARENx; (1) = [ (1), %2 (1), x5 (D]",i € NU{0}, FL
(EE A ERbRE )

-22(1-0.14) 22 O
A= 1 -1 1 }
0 -08 0




76 | N = =

39 %

ALk R HLEFE S (1,3 (1) = [04sat (x;1 (1)),0,01"5
(1, x,(1) = 0.4 sat(x,(1) | I, sat(x,(1)) = 0.5(x:(1) + 1| -
e, (0) — 1), sat(-) 9 VA0 B8 2,0 = 1,2,3 « [A) I, AR I
1] U433 J|| = 0.4 5@ = diag{0.4,0.4,0.4} . B4}, i
#p=0.5.

5 R (4 P v v AR ) PR, H rhg2 i 3 2 a2k
P = -0.32, BB Ad = 0.2 BRIk Bt =

€ =(0.1,0.14,-0.14)", [AF B2 T 15¢ = 0.049 2,

) B, B A N Bt B 15 5 x; = (0.1,0.15,

—0.15)7, BiiiEy = 0.43. [FIi, i£#a = 0255 =0.5.

FRG0(1)KHH kot 7 510 an B3 s, 1 K32 il
K T B Ty = SUPypee (e — 1} = 2, AT EAKNO.1,
SEE 2 B PIVIIE S A 5 AR BT BRI HAR 2 2
HAEMATLABH ] 5 A3 3 K4t B4 7] H1, B
(D)5 @) AT 9T BRBERE AL 2 5 feth R4 %2
B PG AS [ Jok b R Ol B 16T, ZE 3% B (O PE R R
AT SEIIS T — B0, B R 22 R AP T iE B R 22
FEPRN o 5 AN R A ik ik B B B, T AR 3 R S8
J7— 8, inESHR.

04
03 ||

02

Jik e 51

0.1 |

0.0

2 4 6 8 10 12 14 16 18 20
t/s

B3 RGEOIMTHIES
Fig.3 The impulse control signal of system (1)

Error bound

6 7‘&‘
— e,
5 — e
ley|

4 |

0 2 4 6 8 10 12 14 16 18 20
t/s

E 4 ZR|BMEIRK T REHIREIIEE
Fig.4 The errors’' trajectories of the system with two different

deception attacks

6 -
le,|

5 F e

— el
!
. M'WNA.LJ“' A
4 6

0 2 8 10 12 14 16 18 20
t/s

5 EERKGHNRRRIRENTE

Fig.5 The errors' trajectories of the system without deception attacks

% RFVILEE ZI AL, = 0, HATIHRSEFEHL
N
[x0 (t0) , X1 (10) , X2 (1) , X3 (20) , X4 (t0)] =
1 -05 -05 -15 25
1 2 -1 -2 1
-2 =25 25 2 -1
BAh, Be = 1R 3E b Frik 24, nlit &
BENRZE EFONIT = 1.566. 98 LT 501, 3R 58007 i
JEE B SR, W 20D S5 G I A R )
PR IE AL 22 2 B AR 2R GEAE P AP AS ) 1R R B B 7
AT SEELA 2, HIRSCR N—p = 1.8,

4 ZEip

S kR ) D5 3%, AR SCRIE T T SR BB
BEAL 2 B RE 14 2R G AE 18 52 B ARl AR AR E T N
T N AR 7 0 SO 1A A AN [ A SRR, A3
[ I 255 R8T P e AN [ F b SR G 8 o 3ok R G4 4 —
Bk 2, e rh SO R R T A R AR 55 8 7
A1 BT BE AR B R AR AN R b ) 5 15, BEad
TAEANIL S o R TR o ik 2R T AR 2
BV AR G BE ML R AN IR, A LA 1T PIATAS ] ik
I Bl T A ST SE B U 0 B i e oy A
I s IR ZERBR A B 57 o B » a5 il 1
P17 56AIE 7 W TEAE R A R

S 3CHK:

(1] JBL B8, S04, &5 5T F 000 88 4 A A
Z B RER R GH AT M A AR I (0], Th AR SR,
2019, 49(11): 1502-1516.
ZHOU Q, CHEN G D, LU R Q, ef al. Disturbance observer-
based event triggered control for input saturated multi-agent
systems [J]. Chinese Science: Information Science, 2019,
49(11): 1502-1516.



e

=51

L BRI, A8 PRI [k kg e S RERL 22 B RE R R Ge 377 40— Bk 77

[2]

[3]

[4]

[5]

[6]

(7]

[8]

[9]

(10]

TR LM, A T AR T A AL VL B A A BE AL I 2
TR R A —BUER R[] ] &R LK% 54k, 2019,
36(2): 86-90, 96.

ZHANG H Y, PENG S G. A research on the consensus
problem of multi-agent systems with random time delays
based on model reduction [J]. Journal of Guangdong Uni-
versity of Technology, 2019, 36(2): 86-90, 96.

HE W, MO Z, Han Q L, et al. Secure impulsive synchroniz-
ation in Lipschitz-type multi-agent systems subject to decep-
tion attacks [J]. IEEE/CAA Journal of Automatica Sinica,
2020, 7(5): 1326-1334.

ZHOU Q, XU S, CHEN B, et al. Stability analysis of
delayed genetic regulatory networks with stochastic disturb-
ances [J]. Physics Letters A, 2009, 373(41): 3715-3723.

HU M, GUO L, HU A, et al. Leader-following consensus of
linear multi-agent systems with randomly occurring nonlin-
earities and uncertainties and stochastic disturbances [J].
Neurocomputing, 2015, 149: 884-890.

ZHANG Z H, PENG S G, CHEN T. Leader-following mean
square consensus of stochastic multi-agent systems with
ROUs and RONs under periodically variable impulse time
windows [J]. Neurocomputing, 2020, 412: 276-286.

WANG F, ZHANG Y, ZHANG L, et al. Finite-time con-
sensus of stochastic nonlinear multi-agent systems [J]. Inter-
national Journal of Fuzzy Systems, 2020, 22(1): 77-88.
GONG X, PAN Y J, LI J N, et al. Leader-following con-
sensus for multi-agent systems with stochastic packet dro-
pout[C]//2013 10th IEEE International Conference on Con-
trol and Automation (ICCA). Hangzhou: IEEE, 2013: 1160-
1165.

YE D, YANG X. Distributed event-triggered consensus for
nonlinear multi-agent systems subject to cyber attacks [J].
Information Sciences, 2019, 473: 178-189.

ZUO Z, CAO X, WANG Y. Security control of multi-agent

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

systems under false data injection attacks [J]. Neurocomput-
ing, 2020, 404: 240-246.
FENG J, XIE J, WANG J, et al. Secure synchronization of
stochastic complex networks subject to deception attack with
nonidentical nodes and internal disturbance [J]. Information
Sciences, 2021, 547: 514-525.
HE W, QIAN F, HAN Q L, ef al. Almost sure stability of
nonlinear systems under random and impulsive sequential
attacks [J]. IEEE Transactions on Automatic Control, 2020,
65(9): 3879-3886.
ZHAO L, YANG G H. Cooperative adaptive fault-tolerant
control for multi-agent systems with deception attacks [J].
Journal of the Franklin Institute, 2020, 357(6): 3419-3433.
LI X M, ZHOU Q, LI P, et al. Event-triggered consensus
control for multi-agent systems against false data-injection
attacks [J]. IEEE Transactions on Cybernetics, 2019, 50(5):
1856-1866.
HE W, GAO X, ZHONG W, et al. Secure impulsive syn-
chronization control of multi-agent systems under deception
attacks [J]. Information Sciences, 2018, 459: 354-368.
DING D, WANG Z, HO D W C, et al. Observer-based
event-triggering consensus control for multiagent systems
with lossy sensors and cyber-attacks [J]. IEEE Transactions
on Cybernetics, 2016, 47(8): 1936-1947.
MA L, WANG Z, YUAN Y. Consensus control for nonlin-
ear multi-agent systems subject to deception attacks[C]//
2016 22nd International Conference on Automation and
Computing (ICAC). Colchester: IEEE, 2016: 21-26.
fiai B BB T M2 8 BEAR R 22 4 — B IR AT
FE[D]. BoH: Wil Tolk K2, 2016.
W SR R Bk B AR B R Gk g i
WEIE[D]. 28 & &: M1l K2, 2020.

(FotE%t: &R


http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.1016/j.physleta.2009.08.036
http://dx.doi.org/10.1016/j.neucom.2014.07.047
http://dx.doi.org/10.1016/j.neucom.2020.05.041
http://dx.doi.org/10.1007/s40815-019-00769-w
http://dx.doi.org/10.1007/s40815-019-00769-w
http://dx.doi.org/10.1016/j.ins.2018.09.030
http://dx.doi.org/10.1016/j.neucom.2020.04.109
http://dx.doi.org/10.1016/j.neucom.2020.04.109
http://dx.doi.org/10.1016/j.ins.2020.08.085
http://dx.doi.org/10.1016/j.ins.2020.08.085
http://dx.doi.org/10.1109/TAC.2020.2972220
http://dx.doi.org/10.1016/j.jfranklin.2019.12.032
http://dx.doi.org/10.1016/j.ins.2018.04.020
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.1016/j.physleta.2009.08.036
http://dx.doi.org/10.1016/j.neucom.2014.07.047
http://dx.doi.org/10.1016/j.neucom.2020.05.041
http://dx.doi.org/10.1007/s40815-019-00769-w
http://dx.doi.org/10.1007/s40815-019-00769-w
http://dx.doi.org/10.1016/j.ins.2018.09.030
http://dx.doi.org/10.1016/j.neucom.2020.04.109
http://dx.doi.org/10.1016/j.neucom.2020.04.109
http://dx.doi.org/10.1016/j.ins.2020.08.085
http://dx.doi.org/10.1016/j.ins.2020.08.085
http://dx.doi.org/10.1109/TAC.2020.2972220
http://dx.doi.org/10.1016/j.jfranklin.2019.12.032
http://dx.doi.org/10.1016/j.ins.2018.04.020
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.1016/j.physleta.2009.08.036
http://dx.doi.org/10.1016/j.neucom.2014.07.047
http://dx.doi.org/10.1016/j.neucom.2020.05.041
http://dx.doi.org/10.1007/s40815-019-00769-w
http://dx.doi.org/10.1007/s40815-019-00769-w
http://dx.doi.org/10.1016/j.ins.2018.09.030
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.12052/gdutxb.180084
http://dx.doi.org/10.1016/j.physleta.2009.08.036
http://dx.doi.org/10.1016/j.neucom.2014.07.047
http://dx.doi.org/10.1016/j.neucom.2020.05.041
http://dx.doi.org/10.1007/s40815-019-00769-w
http://dx.doi.org/10.1007/s40815-019-00769-w
http://dx.doi.org/10.1016/j.ins.2018.09.030
http://dx.doi.org/10.1016/j.neucom.2020.04.109
http://dx.doi.org/10.1016/j.neucom.2020.04.109
http://dx.doi.org/10.1016/j.ins.2020.08.085
http://dx.doi.org/10.1016/j.ins.2020.08.085
http://dx.doi.org/10.1109/TAC.2020.2972220
http://dx.doi.org/10.1016/j.jfranklin.2019.12.032
http://dx.doi.org/10.1016/j.ins.2018.04.020
http://dx.doi.org/10.1016/j.neucom.2020.04.109
http://dx.doi.org/10.1016/j.neucom.2020.04.109
http://dx.doi.org/10.1016/j.ins.2020.08.085
http://dx.doi.org/10.1016/j.ins.2020.08.085
http://dx.doi.org/10.1109/TAC.2020.2972220
http://dx.doi.org/10.1016/j.jfranklin.2019.12.032
http://dx.doi.org/10.1016/j.ins.2018.04.020

	1 问题描述与预备知识
	1.1 图论
	1.2 问题描述及协议设计

	2 一致性分析
	3 数字仿真
	4 结论

